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(51) Int. CI 5 . H04L9/06,H04L9/14,G09C1/00 



PURPOSE: To obtain a ciphering device for secret communication which is capa- 
ble of processing of piural ciphering algorithms. 

CONSTITUTION: Left and right halves of an input signal are inputted to registers 
97 and 98 respectively. A signal scrambler 96 repeatedly scrambles a ciphering 
key and the output of the register 98 at each time of input of a clock pulse. 
When a preliminarily set number of clock pulses are inputted, a pulse control 
circuit 99 sends an update signal to registers 97 and 98 to rewrite contents 
of registers 97 and 98. This operation is performed as the processing in one 
stage, and the number of pulses in each stage is independently set. 




a: clock pulse, b: ciphering key 



(54) SECRET KEY PROTECTING SYSTEM AND CIPHER PROCESSING LSIC 

BY THIS SYSTEM 
(11) 5-75597 (A) (43) 26.3.1993 (19) JP 

(21) Appl. No. 3-230580 (22) 10.9.1991 
(71) FUJITSU LTD (72) HIDEAKI TANAKA 
(51) Int. CP. H04L9/06,H04L9/14,G09C1/00 

PURPOSE: To provide the secret key protecting system and the cipher processing 
of this system where read/write of a memory part where secret key data is 
stored can be checked but secret key data cannot be observed from the external. 

CONSTITUTION: Data in a memory part 1 where secret key information is stored 
can be read/written from the external in the test mode. A control part 2 which 
controls permission/inhibition of external output of read data from the memory 
part 1, a storage part 3 where all stored, information are reset by input of 
a test mode signal TM and information related to addresses where data is 
written in the memory part 1 is stored thereafter, and a comparing part 4 
which compares stored information of the storage part 3 and information related 
to the address for data read of the memory part 1 with each other are provided. 
When the test mode is set and the comparison in the comparing part 4 results 
in coincidence, the control part 2 permits data output. The memory part 1 
and a cipher processing part which generates secret key information are unified 
and integrated into a cipher processing LSIC to improve the secrecy. 



a, lsic 
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S: gate part, a: cipher processing LSIC 



(54) KEY DATA SHARING DEVICE 

(11) 5-75598 (A) (43) 26.3.1993 (19) JP 

(21) Appl. No. 3-237699 (22) 18.9.1991 

(71) MATSUSHITA ELECTRIC IND CO LTD (72) YOSHIHIRO MUTO(l) 
(51) Int. CI 5 . H04L9/06,H04L9/14,G06F12/14,G06K17/OO t G09Cl/00 

PURPOSE: To eliminate a need of decoding processing to share a session key 
between communicators while confirming it by communicators of each other. 

CONSTITUTION: An information processing terminal 100 and an IC card 110 
transmit generated random numbers 10 and 20 to each other and cipher the 
transmitted random numbers to obtain cipher data 12 and 22. Thereafter, they 
cipher received random numbers of each other to transmit cipher data 24 and 
14. They compare received cipher data and data ciphered by themselves with 
each other; and in the case of coincidence, they use secret key data and operated 
cipher data to obtain key data common to them by operation. 




101.111: random number generating means. 102.112,104.114: 
memory. 103.U5: first cipher means, 105. 1 13: second cipher 
means. 106,116: processing means. 107.117: collating means 
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